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Article info. Abstract: The contemporary world is witnessing rapid
technological development in the field of communications,
resulting in a qualitative leap and a fundamental

Article history:

- Received 22 March 2026 ) . e
- Accepted 5 April 2026 transformation in the nature of the means used for transmitting

-Available online 1 September 2026 apd jnformation It has become possible to monitor events and
incidents across different parts of the world through sound and
image instantaneously This development has coincided with
the emergence of an advanced digital revolution arising from
the integration of communications and various electronic
devices, which have become capable of processing vast
quantities of information and data, storing them, and retrieving
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them with high efficiency This has led to an unprecedented

expansion in the volume of information Within this digital
environment, new patterns of crime have emerged, most
notably deepfake crimes, which rely on artificial intelligence
techniques to create fabricated visual or audio content that is
difficult to distinguish from reality This raises several complex
legal issues, particularly with regard to criminal evidence and
the extent of the probative value of electronic evidence in
criminal proof, as well as its effectiveness in forming the
conviction of the criminal judge, given its technical and
scientific characteristics, including the ease of tampering with,
altering, or deleting it. At the same time, it offers accuracy and
speed in documenting facts, making electronic evidence a
fundamental pillar in detecting and proving such crimes,
especially as they are committed in a virtual environment and
rely on digital means Accordingly, this study aims to clarify
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the concept of deepfake, its characteristics, forms, and
manifestations as one of cybercrimes, as well as to explain the
concept of electronic evidence and the extent of its probative
value in criminal proof of deepfake crimes The study has
concluded that there is no unified Iraqi legislation that
explicitly regulates deepfake crimes; rather, reliance is placed
on provisions from other laws, such as the Iraqi Penal Code
No. (111) of 1969, as amended Based on the above, the study
is structured into two sections: the first addresses the concept
of deepfake, while the second examines electronic evidence as
a means of criminal proof.
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