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years to be implemented at various levels and jurisdiction. The
trend has called for attacks and the growing need among
culprits for concerns about what cybercrime laws have done to
curb growing crime. In this research, we will look at
cybercrime and cyber laws in order to be able to make laws

more effective and apply them in preventing more cybercrime.
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International Security, 4, U. N. Doc. A/65/20 (July. 30, 2010) .



1y FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

AalasY) Ly yg saaiall YIS Joall mas 4n Saaw ) @oil) b Joll e 1Y 430
dihadl Glengl goinge daol (Aol dalud) o diagally A Susnll G 5 bl Jon 8
O 5yl Copall ol Lgs Ty IS 3 il gyl 5513 paria

) ley cant a3 CDLY Baaeie Baalae Sie Enal oas 0 ol Gslatll o)
At Baalae oo 40a€ lin Cilialae @lin Jaillss Ly cpaliad) aal (e Loy ) a3 Sl 3aaiall
Ll Y1) A6V Lelalie 8 clialaall oda cuilS (ol Loang ys Baniall ¥l duihaand) ilangl)
) e
(5€0) Gglaill (slgaid dakiia cipalaa [ SEN g i)

G Vo) b Cali Ay dulialy Al e daliie o Oglaill (slgails dakia
(iSiallag Ly g ¢l B g EeAbISy (Guall oo tLogal Jo L 838 3 e (gleaila
Yoor /a0 b aml) e clingca Yoo ¥ 8 alaill (slgaild daliie Bl ady . il
3 i A craledl) (slgails deganan 8 sliacl uSiyl sliul Glald) sla cuilS ..
Lglerla 21447 [¢) Y

LS haredl ) Jlae o8 Olatl) s daga &5} Clghas, olanll (gleaid daliia cdas)
b
- Adoall Glaglaal) (gl Joa We) cliacty) Joall sl y ag a¥ v+ ale =)
b nie A Gslaill (slgaid dakiie Lad & ellly "Eya IS (Plel' jsia a0 Hle Y
Cilganglly Cigpall aie Ciags sl Gslaill ADA (g Aadaiall Cupelal g Ly B 0 leSs
Balecdll Luaal L e cilaglaal) Gl iie)s dumdl clangil) e oyl Asbal) dalalls, Al jud)
Joall S5 2 Aagledl Bl B ela Cum L olai®¥)y e laal) Jha¥ly ¢ sl (aYly el
Aaasd )l yealiall 2af€ Jgall Clashead) el Gl Gpanl e (glanll (glgris dadaia b liacY]
(0 sl e alall el

250 calad) Jsall 0y Jsall acianall 35gn O Lpaulil) Aaley) A (gl dand Gane 2enf
YV, Ga e YOO g o JoV) Al cdudlg ddgaall o)
1-Markoff J. & Kramer A. E., in shift U.S. talks to Russia Internet Security, New York
Times, Dec., 12, 2009.

2- Shanghai Cooperation Organization, Yekaterinburg Declaration of The Heads of The
Member States of The Shanghai Cooperation Organization, Consulate General of=



YA FYAY Y (YoYF) (V) sl (V) 2aadl (A) alaal) (A) Al (5 g8t cuy S5 daaly Adya

Basiall asdld dalell Lumaall H)8 £g e (sleill (gleaid dakiie Jgo caed Y1) ale =Y
claglaall el ol

Ledd ) edals (g oailai (sgimna () (B3 Y cuilS oy Adgall 35¢al) o) Jodl) dla
i) Slaagll (gaeaill dpadan jhf aiagl wljiall Jsal) alaa¥l ae gl
Lihaad) allal) dadl<a A odl) Ggladll [ SEY Gullaal

Las &ubaredl wihall Jhlies Joall aainall sad 89 jams Jdoall iaY) Gslal) dsaal (a5
2lfially ayedl gaill a8l A5l ool painall mllian Ao dabi SUT (e &32a3 o (S
oyl Breal G 09 Oslal aay iy SSIY) AnlafY) wihall (ra sladlly sauall Jaaill 1ag]
O Slastaall peal diaaiie CilSe sl 3yl e Aibuadl Sl 4ail<d il 4,0l
(Jsall 8 Aabaall ddayall sygal G olad lia 5% o (oaid (Lgananty Alyall s3a iy
AL dpan Gelat ) Shal) 638 4ndl€ay coaall Javcal agi Lo ety
tb Lo o cpaf DG o allaal) 13 dadyy Jsliiin a3 Lo ggn g
oA Gy Aadlsal ool ) Oglail) jgua [ JgY) g A
‘é.:al:a L B sall 020 eﬁj (9
Ao paall 3aad JlaDl Jilasy ) Loda sl 53gad) 7 i s cilagleally Jlaty) clSud Jayy —Ysl
Lo 12ay cdaliaall daadlally aiail) clalu gn dealsill PIA g0 Lalall dllanl) 5gal b di€adl)
g Lt claglaal) Joliig JaY) sk adgall cilalasally Joall 4l catec
Cilalens HLll L Lo Jooll s 1A dal) A5aYlg dakaydl) cilpland) aanay aladY - LS6
(gl 2 aumgy ailhall el AndlSe e cuaildll cihadg ciblea Jia ) (5350 e duialy 2k
3gaall sylall il dobess ALy cledariag daadyl) A1) Culatg ayaall Caias A (e ellig

=Uzbekistan In New York City (July 9, 2009), Available at:
http://eng.sectsco.org/load/198293

IS ¢o)y9i80 dagyha) g Iy IS e\A;lu! oo aasll) eﬁb;ﬂ by lgall L.?_\:\.uaj\ A2 =z raal-1
(.\jbéﬂ b alsall 1 el 8Ll e Jaaa L2 ¢YVALa (Y)Y (pae ((uad (e daals ((Bg2all
VO ga Yo uY c'é)Am\ sa:u‘)aj\ 2\.;4.@_\5\ )\J “"_\.1‘):\.\?1_1 Aalaniall

s elate il Jueas Ailasleal) sl AadlSa 8 gl el LISE) A malyd Jladl e Jile -2
No—=Yi Yo ‘3\:1).).'\5“}_“ csaaall daalaldl



http://eng.sectsco.org/load/198293

14 FYAY Y (YoYF) (V) sl (V) 2aadl (A) alaal) (A) Al (5 g8t cuy S5 daaly Adya

el A e dugad 03 Lee Tay Jlaal)l cil€udis dslalenall Aadally V) Copulal) i ol
Oellee 1388 e sivg 501 s3gy Ll ds 5SIY) Ala Y Shall QIS e
dadl<a B (Jopiy) ) Ansliall Adayall ddgal) Aaiial) aggag ~iaY) Ogladll [ AL g4
Lajia 403 daliia yS1 a5 o(14YT) ale Jpusity) daliio il A dgal) Al alfya
(s g Ailiall Clasleall Jalas Basg dalaial) sda bl 285 (Lt (sl dinde (B o)
b Slasleall Gl aumg Caagy Uiy clgmsiis Al clabia) e Lalgl) cilastea) (adlanul
gty 0SB e dadaidl oda st Cups (s 3 eliac¥) Joall o cidayl) A Jolii
L9 Gl el cillabee ¢y glatl
LS cLan gl ol 2ipa AnilKal dald ilang (p Yov£) ale DA dadaial) sda culisl a8 cllag
s Agalsad cladlin) auas N(G-8) (sl Zulall Joall desane go oslailly dadaiall cacls
) Dlae o dany dalasleall 30N yie il el lat) 385 oLai) Laj g cadlyal) (e g sl
() Gl Jsall b Ayl (sgise e (dele
daall CiBlgally cilas¥ly ulssh dgalgal Ogladll Jala [ GIAN gAY

G e dgalsa b Aanlall )5Vl ey cdaal) Calsall 8 Lulid g0 cgll yaie (o
dggall AL V) dlad enmy (S clalKaYly eyl Lalad) aggal) CadSs )z lusy
Bhgal Oy Lo cAlgall Lhuad) 23yal) a8l Houall anl Jhey ) Gslall 1aay Al

s el Lo cyglis llia Laily el qaan 3 alally (ggiall iy Cansd 2051 Allaad

Lol o sbeall A0 aladiad e AU a3y all il lg daasyial) Agalsal) :dad a2 aaad Glade 2 -1
VTV 0 a YOV Y Bpalall (dujall Acagill la oyl

YOt a Y o)) uas eyl aalall CiSall e gy ly Adgall aihal) ran aead) de cpys =2

=3 LVl s Lgiliac] allall i (5 daclial) Joall auiat Al e licall Joall degana of dilaill de sana

QUL A5y Bantial)  Alea) g gane Jharg hai€y by csanial) ASLeall ¢ Lllal (Epalat) Ly y ¢ Lilall

Alall slatd) 1o %10 Al Joall oda Aulely (bl e Blal JSY) 380e A (e ¥ Jin3 LKl 352

G Cany 3Shag diudl Jlre o cihaibe ann Ao ganall Aadify o(Laalle dgeill AalY) IS Lujass

elac ¥l Jol elac) lajany Al i) 4adll 3 pans Lgila fia.

cemalall S8 s cdjlae Al ccNY S pen Alsjpe 3 Y alhad A8 aY) culsall 1l A Al —4
Analall Gl sl s iyl e saelll wiha tagyll aal A2 1O pa (Yo n Vi< L)
ATUGa Y T ednusy)



Y. FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

DAY Gmaally Lty Ly wial) o3 (Jie dgalsn (3 S 0 Lo Linslsiay L daniial) Joal
)0l slaall (e A oS s ey oSl s
DUaa¥) aal ojlae b duhuad) hall jlalie G aall Jgal) Gslaill 89y i Laa gy 3
o2a Bshad Ao e My eV Laall aen 8 Ul aosen o Osbadll o ) cAbiicaally 2l
il
s dTlAl)
: alalivngy)
38 Ly a Leapd o o0 Gl aas Y 3 Aaall asaledll (e Lihuadl langll -
lewaly 2V AVY Glad Jo¥1 L) JoSi0 5l cre Y1 Balad) ) @S 3 ol (Sas
lgalasind i Zaggill daluVlo aagall due g pia Gl LahS Alsal) Jaall daSas i) By elY

ey whall 4k e Lajas JISals calaaly pailad dlsal) dshuad) 2all &) =Y
LeSine paddiy LealSh)) aglas) (8 dnala) hadl (e Calian dhul) 2ihalld cdabudly
shad ) E U L LS GLESY) Dana iall (e oy LS 8 Alaxiondl) Al

cllaall oY @iy s Clignas auis 5aladll sallall odgl Jald aulal auay dulee o =Y
vie ol painall Cigaly S Gl allS (lgalal Bie jan i calaall (godll Al
- LIS Lgalatia) jlaa of Lo Jsa Joally Zugeill dalu) olis 48l6) puas

Sl laaal DA (e Ll hall 2588 5,08 Tasea G saatiall aaY) dalaic &) —¢
O el bl ilyal) s3a Jia (Sl cgasiall aadl dalall dinaally 0eY) idae Gk 00
il skailly Aand) s 3 ggal)

Gl YY) Ll eoadll g 5 Lol (alias] 8 dnhned) Cleagdl dual) Baall (e -0
Sleall 5 823l agaal (an Suia degana 5 padd Lkl S Jie Cublaall (e | 35
Jsd ol ga 2 Lgaladnns DojiguaSll Aadail) 5 ol ity Auhurad) Linglgiall b

.Ls)';i

NA=YAGa (@l jran 1 LADA aaly] Jldl ne dale L2 YV caile jlae 1 Sl 32 2w sl -1



-, FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

: Cila yidal
Al Calysly dsd saige die DA e cdalsall Lihaadl aihall aile gala Ciyed slaie) =)
A ) 23hall Caugat 2aat ADIA (e g cBasial)
Al L) a sl ojlels &b ) 2ilal) Sl e aall Jgall Gslaill 8y 0 —Y
ahall o3a 5yshd Fas e iy Vel e 8 sl gan G Osball O 3 Aol
sladll Layat alaiels Laihyuad) clangl) La8€d Lna clglad A3 Jeall Ao gy =¥
a8 Clissgal) 8 Joll (ginal) o Laws Y aie 288U haladlly Sy
O Ol QI dplaad @lldg daall e D ySal) duhypad) GISAN dbanl) ) Juald — £
cdnhunad) Gleagl Hlalaa
Bilasgs SlaslsiSll by e Lialin Sl dsally Joal) Gsilal) yusdas M dals @llia -0
o Jeadl I8 Baal) claail) ofgiay Jlaty)
: dladll
t el jalaall Yl
Leantats cnbaat L Abdas 438 2y i) Cilangl) 1 gMial) dand ane daal—)
NOYA (g cdadgaal) () lysdie Vo ¢ paladll
ol Gsilally Joall aaimall dggn o dpadill AaluY) Aae ¢(sdl) dans e dasl Y
XY gy o JoV) Aadall cAudVlg ddgaal) () A calall
el Lagall eyl ddlanall ailall A8 cuilsall @ jieall L) e Joes -
Yoo gl
ilaglaall 30 ot e AL aihall 1Y)y Lyl dgalsall 1dand a2 el (lade —¢
YT Bpalall cdupall dcagill o o zyl) Adgal)
Jreas Lsboleall ihyall dadle & dsal) Gslanll SIS 1 o813 aualy) Jladl 2 Jale o
Y Vo Syl caaall Zealall ls dlgale Claal
Yo sl cuisilly il @) el AailSe Jlase b gl tailas cpall $le —

Yo Sl daalal) cilesdaadl eyl sl et agll ael a2 -V



ryy FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

(Al atlByly ihasl) (griall Ao danall Anila alall el dles tisbia (gl ag —A
N eindodl Y1y Al BsLiy) tssladl imy dudllally Aalagl LY ! Ladpual
Y440 @Mﬂ\ CZ\L‘)JJ\ E\:AS;\JULA

c(@u}hd\ g STy layy) cdalud) cdb.ci}“ S cdw\) (‘5\); 1 A Chug L_;ék.«m—‘\
Yy e cOJj}” ‘C;Llﬁ:‘j‘} yaall cs-’)’J\ cA:\LAS\ ih NV

i Ay (Y SGY) gan Alage 3 ) el RdbaY) calsal) sl A Al <)
A IR ‘Z\ZDJ.\SM}I\ 6‘5&&;5\ )Sxﬂ\ J\J

YY) paa ck"_t::.laj\ L;R.Atéj\ Al cdy‘)l::)!b @}.ﬂ\ (lﬁb;j\ A .A_..m;j\ e (g ped -

(A le Al (ligar jaliae 2alS JlsaY) dit g layyl s sau) malyy) e lowd slia =YY
YYo ¢Qg yu cz\:@}aaj\ ui) Qw:u.m AR

il mulaly sl Lt

g SN il aladiad e Al 3 all AdhaY) (i) 1 aall 42 daw 2eaf )
OVY ¢ an cUMU:K_z\MB ‘dﬂ\m‘ahﬁah}ﬁl

o933 dagyhal ¢ Alady) Joall eldll 8 Ggalall les e claagll caaal yalh (il yu—Y
YVo 6&)5:1\ i< ‘u;’)@-‘“ daals cel.:d\ uym\ ‘_sﬁ

Aaile) allall Hangall (A arke Crmy o g pSIYY Loyl danda : A3 &) L) ape —Y
Y o /LLA/Y oYY s cuasaad) duyall ASLeall (oY)
LAY ) 'Lt c\‘\‘c.n ¢ 8yl 62\:\‘);4.\:\4.“” daalall ca:u.uh.}}” 2\.:1.1‘)'.'\3\ Al dlss P EPT WAPRGIEN

pslall (Ll daals dlae (8 jpdine Cang cAlaglaall ailall imaad dne s calla o 2@ -0
AR cdsz\ cY& ¢) icun cz\:\.mhu.a‘;}“

Aae A e dang (Ll Cguladl Hg05 dilagleall 2ilhall asgte 1y allla (lide =1
YoV e c\t cY‘G.a (S drala cdawluadlg duigilall ejhd\

daals ¢ uy\.ﬂ\ 9 5\.2:1‘).&” alsa ¢ g{i}'\ﬁ:}“ e Liadl) L;A E\Jjﬂ\ 8aliw gl eLA.C Gé.Lum—V

Y)Y }:\S‘%c o) 2l ¢ Oj)ﬁ&ﬂ\}hiu\ Al ¢ uytﬂ\z\:ﬁsc astial) a:\.l)d\ k"_IbLn:}“



ryy FYAY Y (YoYF) (V) sl (V) 2aadl (A) alaal) (A) Al (5 g8t cuy S5 daaly Adya

5l ASua) aake Cany cAslaglaal) Jhal) 8 Aalall Aglal) Clehal) tdsUal) Caaae—A
B RRARIPREPE-S NURS

1t g K1) ad)gall ;IS

Al adgd) o jisie Y)Y ranaS ¢ g i eliadll 8 Sladly il (gl e Cujen =)
. http://alghad.com/prints /617907 . oY «YY [ VY [ ¥+ &l 5)b)

CY VT sl VA Gl edie Qe cg FSIY) Cilangd) (e dalle Caslia canll elovi —Y
YT /0] Ve myla sl ) g S pdsd) e s
http://alghad.com/prints /617907

e oYV fonlef Yl Hedie Jlae ¢ akadall g pall & A pSIY) capall jea—¥
law.net/law/archive/indexph p/t=Y«YY [\ [ YA &l 5L Al 29 ASTY) 28 5al)
.28524.html

Voo [omdsif 0 )l Hsdie Jlae cAigiis e cpal agall L dual) Blavally iyl — ¢
WYY Y AT sy AT (g S sl e Pl

http://anbaa.info/spip.php~article

Clayy) dadlSe 8 ol ilelaiall oo 1 28LAN Al (5)50 20 cciphalll de Mg jeli a0
t ) L)l e jedite Gaan (1O a (Yo 1T (DS daals ¢ o))
5L yal) ¢ 1http://elearning.uokerbala.edu.ig/mod/resource/view.php?id=1286
(AT YYY/Y b mdsal
:Aduia¥) jalaal) :la),

1- Oona' A.Hathway, Rebecca Crootof, Philip Levtiz, aley Nix, Aileen
Nowlan, William perdue and Julia Spiegel, "The Law of Cyber- Attack",
California Law Review, 2012, p.7.

% Norbert wiener: Cybernetic or control communication in the animal and the
machine, M.1.T, Press, Second Edition, Cambridge, Massachusetts, 1948.

% Julia Cresswell, "Oxford Dictionary of word Origins: Cybernetics", Oxford
Reference Online, Oxford University press, 2010.

4- Richard Kissel, "Glassory of Key Information Security Terms", National
Institute of Stand ards and technology, U.S Department of Commerce,
Revision, 2, May 2013, p.57.


http://alghad.com/prints/617907
http://alghad.com/prints/617907
http://anbaa.info/spip.php?article
http://anbaa.info/spip.php?article
http://elearning.uokerbala.edu.iq/mod/resource/view.php?id=1286
http://elearning.uokerbala.edu.iq/mod/resource/view.php?id=1286

.y FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao
5- James A. Lewis, "Sovereignty and the role of Government in Cyberspace”,
Center for Strategic and International Studies Journal, spring summer, vol.
XV, Issue 11, 2010, p.56.
6- K.saalbach, "Cyber War, Methods and practice", Version 9.0, University of
Osnabruck-17 Jun 2014, p.6.

7- See Joshua E. Kastenberg, Non Intervention and Neutrality in cyberspace:
An Emerging principle in the National Practice of International Law, 64
Air Force Law Review.

8- Patrick W. Franzese, Sovereignty in Cyberspace: can it exist? University of
Pennsylvania Law 20/6/2014 available at:
http://www.law.upenn.edu/live/files/3473-Franzese-p-sovereignty-in
cyberspacecan-it-exist. (last visit at 29/8/2016).-

9-See Jack L. Goldsmith & Tim Wu, Who controls the internet? Illusions of a
borderless world, (Oxford Univ. Press, 2006).

10-See Jack L. Goldsmith & Tim Wu, Who controls the internet? Illusions of a
borderless world, op.cit, P. 147-61.

11- Ellen Nakashima, list of cyber weapons developed by pentagon to
streamline computer warfare, the Washington post, published June 1,
2011 http://www.washington.post.com/national/list-of-cyber.../2021/8/16.

12- Transcript of Remarks by Gen. K. Alexander at the center for strategic and
International Studies ,Washington ,D.C.(June3,2010) at 11,available at
http://www.nsa.gov/public.

13-General Assembly, Developments in the field of information and
Telecommunication in the context of international security, UN document
A/RES/53/70, 4 January 1999.

14- World summit on the information society: Geneva 2003-Tunis 2005.

15-- U. N. Secretary General , Report of the Group of Governmental Experts
on Developments in the Field of Information and Telecommunication in
the Context of International Security, 4, U. N. Doc. A/65/20 (July. 30,
2010) .

16-Markoff J. & Kramer A. E., in shift U.S. talks to Russia Internet Security,
New York Times, Dec., 12, 2009.

17- Shanghai Cooperation Organization, Yekaterinburg Declaration of The
Heads of The Member States of The Shanghai Cooperation Organization,
Consulate General of Uzbekistan In New York City (July 9, 2009),
Available at: http://eng.sectsco.org/load/198293 .



http://www.law.upenn.edu/live/files/3473-Franzese-p-sovereignty-in
http://www.washington/
http://www.nsa.gov/publicJune7.2010
http://eng.sectsco.org/load/198293

fro FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

Sources :

First, the Arabic sources:

1- Ahmed Abbes Nima Al-Fatlawi: Cyberattacks, an analytical legal study on
the challenges of their contemporary regulation, 1st edition, Zain Legal
Publications, Beirut, 2018.

2- Ahmed Abis Nima Al-Fatlawi, The Problem of Conventional Weapons
between the Efforts of the International Community and Public
International Law, Zain Legal and Literary Library, first edition, Beirut,
2013.

3- Jamil Abdel Baqgi Al-Saghir: Procedural Aspects of Internet-Related Crimes,
Dar Al-Nahda Al-Arabiya, Cairo, 2002.

4- Suleiman Ahmed Muhammad Fadl: Legislative and security confrontation
of crimes arising from the use of the international information network (the
Internet), Dar Al-Nahda Al-Arabiya, Cairo, 2013.

5- Adel Abdel-Al Ibrahim Kharashi: Problems of international cooperation in
combating information crimes and ways to overcome them, New
University House, Alexandria, 2015.

6- Aladdin Shehata: Cooperation in the Field of Combating Crime, Etrak
Publishing and Distribution, Cairo, 2000.

7- Muhammad Amin Al-Roumi: Computer and Internet crimes, University
Press House, Alexandria, 2003.

8- Muhammad Niazi Hatata: Protecting public security and combating crime at
the national, regional and international levels, national and global
procedural controls and instruments of global guiding principles and
international agreements, Part 1, Police College Press, Cairo, 1995.

9- Mustafa Youssef Kafi: Crimes (corruption, money laundering, tourism,
electronic terrorism, information technology), 1st edition, Arab Society
Library for Publishing and Distribution, Jordan, 2014.

10- Nabila Heba Harwal: Procedural aspects of cybercrimes in the evidence-
gathering stage, a comparative study, Dar Al-Fikr Al-Jami’i, Alexandria,
2007.

11- Nisreen Abdel Hamid Nabih: International Crimes and Interpol, Modern
University Office, Egypt, 2011.

12- Hana Ismail Ibrahim Al-Asadi: Terrorism and money laundering as one of
its funding sources, a comparative study, 1st edition, Zain Legal
Publications, Beirut, 2015.



. FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

Second: Theses, dissertations, and research.

1- Ahmed Saad Muhammad Al-Husseini: Procedural aspects of crimes arising
from the use of electronic networks, doctoral thesis, Faculty of Law, Ain
Shams University, Egypt, 2012.

2- Sarab Thamer Ahmed, Attacks on Computer Networks in International
Humanitarian Law, doctoral thesis in public law, Al-Nahrain University,
Faculty of Law, 2015.

3- Abdul Qader Al-Shaikhli: The nature of electronic terrorism, a paper
presented to the World Conference (Combating Terrorism), Kingdom of
Saudi Arabia, on February 22-25, 2015.

4- Kawthar Hazem Sultan: The position of the law and the judiciary on
electronic (cyber)crime, a comparative study, research published in the
Journal of the College of Basic Education, Al-Mustansiriya University,
Iraqg, vol. 22, no. 96, 2016.

5- Muhammad Ali Salem, Hassoun Ubaid Hajij: Information crimes, research
published in the Journal of the University of Babylon for Human Sciences,
Volume 14, No. 2, Iraq, 2007.

6- Mushtaqg Talib Wahib: The concept of information crimes and the role of the
computer in committing them, research published in the Journal of Legal
and Political Sciences, University of Diyala, Volume 3, No. 1, 2014.

7- Mustafa Essam Naous, State Sovereignty in Cyberspace, Sharia and Law
Journal, United Arab Emirates University, College of Law, Twenty-Sixth
Year, Issue 51, July 2012.

8- Musab Al-Qatawneh: Special Criminal Procedures in Information Crimes,
research submitted to the Jordan Electronic Legal Network, 2010.

Third: Websites:

1- Joseph S. Nye, War and Peace in Cyberspace, Cambridge, 2012, available
on the website, last visit on 12/20/2022 AD.
http://alghad.com/prints/617907.

2- Shaima Ibrahim, Global Fears of Cyber Attacks, article published on July
18, 2016. Available on the website: (last visit on 10/15/2022),
http://alghad.com/prints/617907

3- The role of electronic warfare in real wars, an article published on March
24, 2010. On the website, last visit on 1/28/2023
law.net/law/archive/indexph p/t-28524.html.

4- The Internet and hidden control... the prelude to an unprecedented war, an
article published on November 5, 2010, available on the website: ) Last
visit: 7/12/2021 AD. http://anbaa.info/spip.php?article



fry FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

5- Dr. Samer Moayed Abdel Latif, Dr. Nouri Rashid Al-Shafi’i: The role of
international organizations in combating digital terrorism, University of
Karbala, 2016, p. 15, research published via the following link:
http://elearning.uokerbala.edu.ig/mod/resource/view.php?id=1286 1, (last
visit to the site on 2/2/2022 AD).

Fourth: Foreign sources:

1- Oona' A.Hathway, Rebecca Crootof, Philip Levtiz, Aley Nix, Aileen
Nowlan, William Perdue and Julia Spiegel, "The Law of Cyber- Attack",
California Law Review, 2012, p.7.

2- Norbert Wiener: Cybernetic or control communication in the animal and the
machine, M.L.T, Press, Second Edition, Cambridge, Massachusetts, 1948.

3- Julia Cresswell, “Oxford Dictionary of word Origins: Cybernetics”, Oxford
Reference Online, Oxford University press, 2010.

4- Richard Kissel, “Glassory of Key Information Security Terms”, National
Institute of Standards and Technology, U.S. Department of Commerce,
Revision, 2, May 2013, p.57.

5- James A. Lewis, “Sovereignty and the role of government in Cyberspace,”
Center for Strategic and International Studies Journal, spring summer, vol.
XVI, Issue 11, 2010, p.56.

6- K.saalbach, “Cyber War, methods and practice”, Version 9.0, University of
Osnabruck-17 Jun 2014, p.6.

7- See Joshua E. Kastenberg, Non Intervention and Neutrality in cyberspace:
An Emerging principle in the National Practice of International Law, 64
Air Force Law Review.

8- Patrick W. Franzese, Sovereignty in Cyberspace: can it exist? Uni versity of
Pennsylvania Law 6/20/2014 available at:
http://www.law.upenn.edu/live/files/3473-Franzese-p-sovereignty-in
cyberspacecan-it-exist. (last visit on 8/29/2016).

9-See Jack L. Goldsmith & Tim Wu, Who controls the internet? Illusions of a
borderless world, (Oxford Univ. Press, 2006).

10-See Jack L. Goldsmith & Tim Wu, Who controls the internet? Illusions of a
borderless world, op.cit, P. 147-61.

11- Ellen Nakashima, list of cyber weapons developed by Pentagon to
streamline computer warfare, the Washington post, published June 1, 2011
http://www.washington.post.com/national/list-of-cyber.../2021/8 /16.

12- Transcript of Remarks by Gen. K. Alexander at the center for strategic and
international studies, Washington, D.C. (June 3, 2010) at 11, available at
http://www.nsa.gov/public.



FYA FYAK O (YYF) (V) sadl (V) 22l (A) Alaadl (A) L) (3 g8all cy <5 daaly Ao

13-General Assembly, Developments in the field of information and
Telecommunication in the context of international security, UN document
A/RES/53/70, 4 January 1999.

14- World summit on the information society: Geneva 2003-Tunis 2005.

15-- U.N. Secretary General, Report of the Group of Governmental Experts on
Developments in the Field of Information and Telecommunication in the
Context of International Security, 4, U.N. Doc. A/65/20 (July 30, 2010).

16-Markoff J. & Kramer A.E., in shift U.S. Talks to Russia Internet Security,
New York Times, Dec., 12, 2009.

17- Shanghai Cooperation Organization, Yekaterinburg Declaration of The
Heads of The Member States of The Shanghai Cooperation Organization,
Consulate General of Uzbekistan In New York City (July 9, 2009),
Available at: http://eng.sectsco.org/load /198293.



